

Professional Experience
Confluent | Principal Security Engineer                                                        Remote (California) | Sep. 2021 - Present
Lead for a multi-year re-architecture of all of Confluent’s CI/CD systems and tooling following a security incident (CodeCov). The project involved a migration from multiple CI/CD vendors, introduction of dependency mirrors/proxies, strict peer-review on source code, improved secret handling (OIDC), and artifact signing while balancing the productivity impact of these controls across the engineering organization.
Drove Cloud Security initiatives across Confluent’s large multi-cloud environment (90+ regions across AWS, Azure and GCP) including adoption of AWS SSO, just-in-time access, VPN/IP restrictions and adoption of short-lived credentials for cross-cloud access via OIDC and Hashicorp Vault.
Helped design the architecture of Confluent’s FEDRAMP environment, including the vulnerability management program (CONMON) and associated security controls. Developed the FedRAMP red-team program (mandated by rev. 5) and lead the execution of the annual exercises.
Lead the migration of Confluent Cloud services to “distroless” Docker/OCI images (Chainguard) to reduce risk and vulnerability management toil by engineering.
Developed roadmap for Kubernetes security controls including image signing and OPA Gatekeeper.
Worked as a “Cost Ambassador” for the security organization, proposing and implementing (or delegating where appropriate) cost savings efforts across engineering. This work was directly attributable to savings of over $2 million/year on cloud provider bills.
Joined as Staff II Security Engineer, promoted to Principal Security Engineer in March 2024.
Bugcrowd/HackerOne | Bug Bounty / Security Researcher                              California | Aug. 2015 - Present 
Joined in August of 2015 and quickly rose to the one of the top 10 U.S. researchers on the BugCrowd platform while maintaining a 100% bug acceptance rate with an average bug priority of 2.55. After 2017 shifted focus to depth rather than breadth with occasional research on a few private programs.
CVEs: CVE-2024-35192 , CVE-2023-{43509, 43507, 43506, 25590, 25591}, CVE-2022-{43540, 43535, 43534, 43533, 43530, 37877, 23692, 23693, 23694, 23695, 23696}, CVE-2021-{37737, 37736, 29146, 29142, 29139, 26686, 26680}, CVE-2020-{7114, 7111}, CVE-2018-{7079, 7067, 7066, 7065, 7059, 7058}, CVE-2017-{9001, 5895, 5829, 5825, 5824}, CVE-2016-{7963, 7962, 4401, 2033}, CVE-2014-{8367, 6628, 6627, 6626, 6625, 6624, 6623, 6622, 6621, 6620}Luke Young
luke@bored.engineer • 763-614-0260
linkedin.com/in/bored-engineer • Fremont, CA

LinkedIn | Senior Staff Information Security Engineer                                 Sunnyvale, CA | Sep. 2016 - Sep. 2021
Responsible for restructuring the organization’s vulnerability management program and driving static analysis efforts using CodeQL/Semmle, Semgrep and a variety of custom in-house tooling.
Member of the core migration team within security organization for LinkedIn’s on-prem data-centers to cloud (Azure).
Acted as an advisory member of SRE Technical Leadership Group for 3 years, and co-chair for the Security Technical Leadership Group.
Responsible for building out the red-team program in collaboration with incident response teams as well as overseeing successful execution of each exercise.
Partnered with product and engineering teams on a complete re-architecture of the core messaging system ensuring security and compliance requirements were met and enabled by default.
Responsible for penetration testing internal services and new product features.
Joined as Senior Security Engineer, promoted to Staff in September 2017, promoted to Senior Staff in September 2019.
Presentations
ASSEMBLE 2025 | Confluent's Journey to Distroless: Pitfalls and Lessons Learned                 Mar. 2025
Discussed Confluent’s migration with practical advice for companies starting their own distroless migration/journey.
DEF CON 25 | There’s no place like 127.001: Achieving reliable DNS rebinding                         Aug. 2017
Explored the reliability of DNS rebinding attacks in modern browsers, developing tooling to assist with proof of concepts.
DEF CON 24 | Attacking Network Infrastructure to Generate a 4 Tb/s DDoS for $5                   Aug. 2016
Investigated security issues with ISP operated bandwidth monitoring software in order to generate large DDoS attacks.
DEF CON 23 | Investigating the Practicality and Cost of Abusing Memory Errors with DNS       Aug. 2015
Researched the exploitability of bit flips eventually leading to answering over 1.3 million flipped DNS queries a day.


